
SIEM Home Lab Setup

• Project Summary: Configured a customized SIEM to monitor, analyze, and forward security 
events

• Setup Components: Kali Linux VM, Elastic SIEM 

• Pre-Configuration Setup:

• I set up a Kali Linux VM using Virtualbox and a prebuilt image from 
https://www.kali.org. I then deployed a SIEM using Elastic Defend, and added our VM 
as the agent to be monitored. 

• Simulating Security Events: 

• Verified agent was working correctly by creating events on the monitored VM. 

• In order to generate our first event, I used Nmap, a common utility for network 
discovery.

• As you can see above, the Nmap scan was ran at 20:55. Below, we see that the SIEM has
record of the Nmap scan occurring at 20:55.

https://www.kali.org/


• Creating a Visualized Dashboard:

• Created a custom dashboard using the number of events(aka the metrics) for our vertical 
axis, and the timestamps of the events for our horizontal axis

• Verified the data was viewable through the created graph:

• Creating Alerts:
• Defined rules in the Elastic SIEM to alert when an Nmap scan occurred, or when a user 

ran a command using Sudo. 

• Had the SIEM check for these events every 1 minute, and to look back 3 minutes. This 
ensured no events were missed.

• Receiving Alerts:
• Based on the above parameters, used the pre-configured Elastic-Cloud-SMTP to alert 

email of choice when the conditions were met.



• Ran another Nmap scan, which was followed by a successful email alert. As you can see 
below, a Sudo Nmap scan occurs at 22:00(10:00 PM). I received an email alert about the
scan at 10:01 PM. 

 

• Outcome: Configured a home lab using Elastic SIEM and a Kali VM as the agent. Utilized 
Nmap and Sudo commands to generate events. Used the SIEM's interface to query and analyze 
the events. Created a custom dashboard to visualize events. Additionally, I set up email alerts to 
detect specific security incidents. 
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