Random Password Generator Project

This project demonstrates how to generate a secure, random password based on how many
characters the user specifies. The password is designed to include a mix of lowercase,
uppercase, digits, and special characters, which meets the password requirements of most
organizations.

Project Explanation

The code defines a function to generate a random password. The process ensures that the
generated password contains at least one lowercase letter, one uppercase letter, one digit,
and one special character. The password must also be a minimum of 8 characters, or the
user will receive an error message.

The Code:

import random
import string

def generate_password(length):
"""Generate a random password with user specified length."""
if length < 8:
print("Password length should be at least 8 characters.")
return None

# Define possible characters
characters = string.ascii_letters + string.digits + string.punctuation

# Ensure the password contains at least one of each type
password = |
random.choice(string.ascii_lowercase), # Lowercase
random.choice(string.ascii_uppercase), # Uppercase
random.choice(string.digits), # Digit
random.choice(string.punctuation)  # Special character

# Filling the rest of the password length with random choices
password += random.choices(characters, k=length - 4)

# Shuffle the password list and join it into a string
random.shuffle(password)
return ".join(password)



# Get user input for password length
try:
length = int(input("Enter your desired password length: "))
password = generate_password(length)
if password:
print("Generated password:", password)
except ValueError:
print("Please enter a valid number, with a minimum value of 8 characters.")

Code Breakdown

1. The "generate_password" function takes a parameter "length® which specifies the length of
the desired password.

2. The function first checks if the length is at least 8 characters long. If the length is less than
8 characters, it prints an error message.

3. The “characters’ variable defines the pool of characters that can be used to create the
password. It includes lowercase letters, uppercase letters, digits, and punctuation
characters. (Note: When defining the characters, ‘string.ascii_letters’ covers both upper and
lowercase characters.)

4. The function ensures the password contains at least one lowercase letter, one uppercase
letter, one digit, and one special character. These are added to the "password’ list.

5. The ‘k=length - 4" portion of the code on line 22 ensures the password is the right length
by adding extra random characters after the first 4 requirements are met (lowercase,
uppercase, digit, and special character). The remaining characters are randomly selected
from the “characters’ pool, and the password list is shuffled to ensure randomness.

6. The function returns the password as a string.

7. The user is prompted to input the desired password length(this is made possible by the
‘input’ code on line 30), and the generated password is printed to the screen. If the user
provides a value that isn’t a number, they will receive a message stating "Please enter a
valid number, with a minimum value of 8 characters.".

Conclusion

Feel free to test this code out for yourself! You can access the python file here. Once you've
opened the file, simply key in how long you want your password to be!


https://gregory-hilbert.github.io/Misc%20Files/password_generator.py
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